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Information Theory
The Foundational Basis of Entropy

Entropy Measure to Detect Bias in Data

Binary Digit or Bit: Smallest unit to encode a “0” or “1” 
Claude Shannon is credited with coining the term “bit.” 

The Transmission of Information.

Fathers of Information Theory
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Information Theory
Four Papers Establishing the Field of Information Theory 

Nyquist, Certain 
Factors Affecting 
Telegraph Speed (1924)

Hartly, Transmission of 
information (1928)

Wiener, Cybernetics: Or Control 
and Communication in the 
Animal and the Machine (1948)

Shannon, A Mathematical Theory of
Communication (1948)

Theorem 2: The only H satisfying 
the three above assumptions is 
of the form:

where K is a positive constant.

Source: Hartly, Transmission of information (1928)

https://archive.org/details/bstj7-3-535
https://archive.org/details/bstj7-3-535
https://archive.org/details/bstj7-3-535
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Yes or No Encoding Questions 
Minimum Number of Questions to Find the King

Is the King in the top row? 
If the answer is “No,” then it 
must be in the bottom row.

Is the King one of the two right 
most cards? If the answer is “No,” 
then it must be one of the two left 
most cards.

Is the King one of the 
two right most cards? 
If the answer is “No,” 
then it must be one of 
the two left most 
cards.

We started out with 
eight cards and asked 
three “yes” or “no” 
questions before 
determining where the 
King was with certainty.

8 = 23 or log2(8) = log2(23) or log2(8) =  3 = Information Hartley

Eight Possibilities – Three Yes/No Questions =>
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Entropy Defined
The Foundational Basis of Entropy

What is Entropy?
A measure of disorder or uncertainty. Order vs. Disorder

pi → probability of class i 
C → Number of Classes

 – log2(pi) → Number of Bits
Entropy = 0 → Order/Certainty

Entropy > 0 → Disorder/Uncertainty
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Entropy in Cardiac Research
Let's take math to heart.

Cardiovascular diseases are a 
significant social problem. The 
main tool used to diagnose them 
is electrocardiography – a non-
invasive test, the recording of 
which provides doctors and 
scientists with information about 
the bioelectric activity of the 
heart.

“A healthy heart dances, and a seriously ill one marches steadily.”
– Dr. Ary Louis Goldberger

Source: https://scienceispeople.mug.edu.pl/entropy-in-cardiovascular-research/ 
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What is Semantic Entropy? 

Semantic entropy measures the uncertainty in the meaning of 
words and sentences within a given text, rather than focusing on 
the probability of word occurrences. It evaluates how well the 
words and phrases fit together to convey coherent meaning. 

High semantic entropy indicates a lack of coherence and greater 
uncertainty, suggesting the text might be unreliable or incorrect. 
This approach helps in identifying AI-generated hallucinations by 
flagging text that deviates from expected semantic coherence, 
ensuring more accurate and meaningful outputs.

Source: https://www.nature.com/articles/s41586-024-07421-0 

https://www.nature.com/articles/s41586-024-07421-0
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Semantic Entropy – Hallucinations vs. Confabulations

According to the ICD-11, the eleventh edition of the 
International Classification of Diseases and the 
global standard for documenting health 
information, hallucinations are described as 
“sensory perceptions of any modality occurring in 
the absence of the appropriate (external) stimulus. 
The person may or may not have insight into the 
unreal nature of the perception.”

Confabulation, by contrast, is defined as “the 
filling of memory gaps with fabricated, distorted, or 
misinterpreted memories about oneself or the 
world, without the conscious intention to deceive.”

Source: https://cosimameyer.com/post/are-ai-models-hallucinating-or-just-confabulating/ 
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Semantic Entropy – Helps Detect Confabulations

Source: https://www.nature.com/articles/s41586-024-07421-0 

https://www.nature.com/articles/s41586-024-07421-0
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Approximate Entropy
Identifying Patterns in Time Series

Example

Calculate Distances

Source: https://en.wikipedia.org/wiki/Approximate_entropy 

https://en.wikipedia.org/wiki/Approximate_entropy
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Runner’s Entropy
Terrain Impacts on Heart Health

Source: Frontiers | Entropy Measures Can Add Novel Information to Reveal How Runners' Heart Rate and Speed Are Regulated by Different Environments

https://www.frontiersin.org/journals/psychology/articles/10.3389/fpsyg.2019.01278/full
https://www.frontiersin.org/journals/psychology/articles/10.3389/fpsyg.2019.01278/full
https://www.frontiersin.org/journals/psychology/articles/10.3389/fpsyg.2019.01278/full
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Entropy in Machine Learning
Using Entropy to Define Information Gain

Information Gain = 
Parent Node Entropy 

Minus
Child Node Entropy

The following data that reflects three features (Age, Mileage, Road 
Tested) and one outcome (Buy Decision) to build a decision tree for 
the purchase decision of a used car.

Parent Node 𝐸𝐸𝑛𝑛𝑡𝑡𝑟𝑟𝑜𝑜𝑝𝑝𝑦𝑦 = −𝑃𝑃𝑟𝑟𝑜𝑜𝑏𝑏(𝐵𝐵𝑢𝑢𝑦𝑦) ∗ 𝑙𝑙𝑜𝑜𝑔𝑔2 (𝐵𝐵𝑢𝑢𝑦𝑦) − 𝑃𝑃𝑟𝑟𝑜𝑜𝑏𝑏(𝐷𝐷𝑜𝑜𝑛𝑛′𝑡𝑡𝐵𝐵𝑢𝑢𝑦𝑦) ∗ 𝑙𝑙𝑜𝑜𝑔𝑔2(𝐷𝐷𝑜𝑜𝑛𝑛′𝑡𝑡𝐵𝐵𝑢𝑢𝑦𝑦) = 1.0
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Split Decision
Maximum Information Gain

Split on Age Split on Mileage

Split on Road Tested

The Winner: Road Tested Variable
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Entropy Balancing

• Entropy Balancing is a data adjustment technique used when 
there is a binary (Yes/No) division in a set of data.

• The data are adjusted so that certain features are the same for 
both subsets of the data.

• This adjustment is done to identify the relationship of the 
binary characteristic to other characteristics in the data 
independent of already known relationships.

• Based on a paper by J. Hainmueller.
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Entropy Balancing Example

• W. Zhong applied entropy balancing to pension buyout data from 
Form 5500 filings.

• Zhong found that PE buyouts increase the likelihood of DB plan 
termination or freeze by 14.2 percentage points.

• Following a buyout, Zhong found an increase in the pension liability 
discount rate and decreases in the projected benefit obligations, 
pension assets, and contributions.  There were no significant effects 
on funding ratio.

• Following a buyout, investment strategies for these plans become 
riskier, with a higher allocation to equities and lower allocations to 
cash, government securities, insurance accounts, and mutual funds.
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Entropy Balancing Example – Pension Buyout

Illustration
Assumptions 

• A known difference in the likelihood of a DB plan termination 
or freeze for mature companies with a small or large pension 
plan

• Small pension plans are significantly more likely than large 
plans to have a plan termination

• There are many more small plans then there are large plans

When looking at the data for pension plans that terminated, the data 
would mostly be for small pension plans. 

Without entropy balancing, the difference in the rates of DB 
termination that had a buyout and those that did not could be due to 
more small pension plans that terminated. 

Entropy balancing adjusts the data, producing a set of data that has 
the same proportion of small pension plans in both the subset that 
had a buyout and the subset that did not. This may be done by 
applying different weights to the smaller plans than the larger plans.

W. Zhong used entropy balancing to analyze the impact of private equity buyouts on defined benefit (DB) plans

Plan Size Number of 
Plans

Number of 
Plan Failures

Number of 
PE Buyouts

Small 100 40 50

Large 10 1 5

Entropy 
Balanced 

Data

Number of 
Plans

Number of 
Plan Failures

Number of 
PE Buyouts

Small 10 4 5

Large 10 1 5

Hypothetical Data
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Thermodynamics
The Foundational Basis of Entropy
The Second Law of Thermodynamics states that the total 
entropy of a closed system always increases over time, 
naturally moving toward equilibrium.

Boltzmann Entropy Equation.

𝑆𝑆 = 𝑘𝑘𝐵𝐵 ln𝑊𝑊

Gibbs Entropy Equation.

Gibbs Free Energy Equation.

𝑆𝑆 = −𝑘𝑘𝐵𝐵�𝑝𝑝𝑖𝑖 ln𝑝𝑝𝑖𝑖

Δ𝐺𝐺 =  Δ𝐻𝐻 −  𝑇𝑇Δ𝑆𝑆, 

where Enthalpy (H) is the total heat content and Tempature (T).
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Thermodynamics
Entropy States of Water

Ice Melting: Endothermic (Δ𝐻𝐻 >
0, unfavorable) but increases disorder 
(Δ𝑆𝑆 > 0, favorable). Occurs 
spontaneously (TDP) at high 
temperatures (above 0°C).

Water Freezing: Exothermic (Δ𝐻𝐻 <
0, favorable) but decreases disorder 
(Δ𝑆𝑆 < 0, unfavorable). Occurs 
spontaneously (TDP) at low 
temperatures.
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Entropy and Statistics
The Foundational Basis of Entropy in Statistics
Entropy as an Objective Measure.
Entropy is an objective, measurable property of a system, like 
temperature or pressure, rather than just an epistemic 
(subjective) "information" index.

Measurement of Microscopic Disorder.
Entropy as a measure of the microscopic disorder of a system 
(N elements).

Reconciling Micro and Macro States.
Entropy reconciles the fine descriptions of a system (micro) 
with thermodynamically-favored processes (macro).

Rudolf Carnap 
1891-1970
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Teleonomic Entropy

Method.
Monitors the phase-space of internal variables within a system to map 
how these variables evolve during learning or adaptation.
Complexity.
Analyze the number of paths that systems use to achieve goals.
Transfrence and Transformation.
Entropy can be transferred between subsystems or transformed, 
where the "entropic" (disorder-increasing) input from one source is 
managed by "negentropic" (order-increasing) inputs from another

Extends the concept of entropy to complex biological and social systems with "purpose" (teleonomy)

Source: 
https://en.wikipedia.org/wiki/Delaunay_triangulation

https://en.wikipedia.org/wiki/Delaunay_triangulation
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Maximum Entropy Classifier Model 

Principle of Maximum Entropy: 
Selects the model with the largest entropy, often referred to as being 
"least informative" or most uniform.

Discriminative Model: 
Computes the conditional probability P(c|d) of the class c given data 
d.

Multinomial Logistic regression: 
The Maximum Entropy classifier is equivalent to multinomial logistic 
regression when applied to categorical data.

Probabilistic, discriminative model that estimates the probability distribution of 
class labels 
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Life Table Entropy

Premature entropy peaking
• Leonard Hayflick in Longevity Determination 

and Aging states a thermodynamic type 
viewpoint that “the aging of living things is 
not unlike the aging of everything in the 
universe including the universe itself. The 
molecular disorder that defines biological 
aging might occur passively by increasing 
decrements in the energy necessary to 
maintain molecular fidelity or actively 
through, for example, the action of reactive 
oxygen species 

Life Table for the Projected 
Total Population in the 
United States: 2020

IRS Notice 2019-26 
417(e)(3) 2020

‍
Normalized Entropy Normalized Entropy

Age Male Female Unisex
0 0.866022 0.8307002

10 0.881290 0.8454024
20 0.900687 0.8655545 0.81325011
30 0.918786 0.8872633 0.82940574
40 0.940104 0.9115660 0.84743485
50 0.961831 0.9369014 0.86670623
60 0.977194 0.9607660 0.88099269
70 0.985273 0.9817410 0.87610506
80 0.980782 0.9912299 0.83852813
90 0.971539 0.9827134 0.74455053
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Bias v. Diversity
Using entropy as a measure 

An Example Measuring Entropy
Suppose we are given the attributes such as Salary, Age, and Purchase and we want to calculate the entropy for 
the purchase variable, whether a customer will make a purchase or not.

Salary Age Purchase

20,000 21 No

10,000 45 No

60,000 27 No

15,000 31 No

12,000 18 No

pi → probability of class i
C = 2: Yes & No 

Probability (Yes) = 0
Probability (No) = 1

The answer makes sense. All outcomes are the same. There 
is not uncertainty about the purchase. Zero entropy. Is the 

result biased?

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 = −0 ∗ 𝑙𝑙𝑙𝑙𝑙𝑙2 0 − 1 ∗ 𝑙𝑙𝑙𝑙𝑙𝑙2 1  = 0

Note: log2(0) is undefined and ignored.
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Bias v. Diversity
Using entropy as a measure 

An Example Measuring Entropy

Salary Age 1 2 3 4 5 6

20,000 21 No Yes Yes Yes Yes Yes

10,000 45 No No Yes Yes Yes Yes

60,000 27 No No No Yes Yes Yes

15,000 31 No No No No Yes Yes

12,000 18 No No No No No Yes

Entropy Metrics 0 0.72 0.97 0.97 0.72 0

Purchase Scenarios
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Bias v. Diversity
Using entropy as a measure 

Interpreting the Results 

Yes No Entropy

0 5 0.00

1 4 0.72

2 3 0.97

3 2 0.97

4 1 0.72

5 0 0.00

M
os

t C
la

ss
 B

al
an

ce

Low Entropy → High Bias → Low Diversity
High Entropy → Low Bias → High Diversity

Conclusion: 
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Conclusion
Measuring Bias & Diversity in Data

Statistical Definition of Bias

Entropy Definition of Bias

The Bias-Diversity Continuum
 As bias increases, diversity decreases
 Entropy can mathematically define both
 Useful measures for large data sets
 Compare to maximum entropy/diversity
   Log2 (N)
 where, N = Number of Distinct Elements
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